










C. International Crime Control Strategy: Goals and Objectives

Although international criminals continue to increase in number, sophistication and strength --

see Table --
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Highlighted below, and elaborated in the succeeding chapters, are ten of the Administration’s
initiatives to further our efforts to fight international crime.

International Crime Control Act of 1998

One of the foremost initiatives of this Strategy is the proposed International Crime Control Act
(ICCA). The Administration will forward this important legislation to Congress and urge its
prompt and favorable consideration. Its passage would provide law enforcement authorities with













 
The illegal duplication and piracy of U.S. films, compact disks, computer software,
pharmaceutical and textile products results in annual losses to U.S. companies of up to $23
billion. 

Two thirds of all counterfeit U.S. currency detected in the United States is produced abroad. 
 
At least several hundred U. S. organizations, corporations, financial institutions, government
agencies and universities have suffered computer-related security breaches so far in 1998,
resulting in losses totaling hundreds of millions of dollars.

These and other international crime threats will be a growing challenge in the years ahead as
criminals continue to take advantage of the same factors that are feeding the rapid globalization



International Terrorism

As evidenced by the 1988 bombing of Pan Am flight 103 over Lockerbie, Scotland, the 1993
World Trade Center bombing in New York City, the 1995 Riyadh and the 1996 Khobar Towers
bombings in Saudi Arabia, and the 1995 assassination of two U.S. nationals in Karachi, Pakistan,
international terrorism is a significant threat to American lives and property, at home and abroad. 
In 1997, there were 123 terrorist attacks against U.S. targets worldwide, including 108 bombings
and eight kidnappings. 

International terrorists are adept at exploiting the advantages associated with reduced political
and economic barriers to move people, money and material -- including arms and explosives --

















anti-corruption laws. Many countries have neither the resources nor the expertise to mount
complex or sustained investigations of international crimes. Criminals use these shortcomings to
find safe havens for themselves and their money, while governments and law enforcement
remain constrained by national boundaries. Unless appropriately addressed through international
cooperation, sovereignty issues and jurisdictional restrictions can impede targeting criminal
activities that cross international boundaries. 

Countries where international criminals operate with near impunity are a significant threat to
U.S. national interests. Criminals rely on such safe havens as staging or transit areas for moving
illicit contraband and for laundering, securing, hiding and investing their illicit proceeds.
Countries that limit extradition, do not accept the validity of some U.S. laws, or have no laws to
address some criminal activities are often ideal sanctuaries for criminals seeking to evade justice
in the United States.

Conclusion









jurisdiction for overseas organized criminal activity against U.S. nationals and businesses would
ensure that criminals who commit such offenses will face aggressive investigation and, if
convicted, severe criminal penalties in the United States.

3.  Intensifying the Activities of Law Enforcement, Diplomatic and Consular Personnel
Abroad

Increasing Role of Consular Personnel

The Department of State’s visa process is a highly cost effective tool that screens out millions of















punish illegal alien smugglers.  By interdicting migrants before they enter the United States, they
can be returned quickly to their countries of origin without the costly processes required if they
enter the United States.  In fiscal year 1996, the Coast Guard interdicted over 9,000 migrants at
sea, thereby saving taxpayers an estimated $30 million in detention and deportation costs.  To
enhance our efforts against alien smuggling, federal agencies will improve their collection and
dissemination of intelligence about overseas alien smuggling operations.

Effective border defense also plays a vital role in fighting international crime beyond halting the
flow of illegal aliens.  As our land, sea and air defense improves, aliens still seeking illegal entry
increasingly resort to sophisticated smuggling operations.  These operations have links to
organized crime, drug traffickers and traffickers in women and children. Some illegal aliens carry
narcotics to pay their way.  Smuggling is also a source of funds for organized crime groups who
use these funds to finance other illicit activities.  For instance, the Coast Guard estimates that
smugglers charge approximately $6 million to ferry one large boat load (150 people) of illegal
Chinese aliens across the Pacific.  A strong response to alien smuggling will pay dividends by
halting the larger problem of international crime.

Experience shows this aggressive approach is a successful one.  Since 1993, the Administration
has coordinated the interdiction and repatriation of approximately 3,000 illegal Chinese aliens on
14 vessels.  In 1995, federal prosecutors in five districts along the Southwest border brought 563
alien smuggling cases -- a 69 percent increase over the previous year.  Anti-smuggling
apprehensions by the Border Patrol also were up -- five-fold in San Diego -- over 1993 levels.

The Administration is requesting over $280 million for new border-related initiatives.  These
funds will place 1,000 new Border Patrol agents on the front lines and equip them with state of
the art infrared scopes and night vision goggles.  They will also support programs to detain and
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crime.  A steep excise tax on liquor in Canada has created a large black market for spirits



Guard must first fire a warning shot across the bow and then disable the vessel if it does not
respond. While there are civil penalties for failing to respond to a "heave to" command, no
criminal equivalent currently exists to cover such activity or crimes of violence committed in the
course of evading border controls. The proposed ICCA would establish a specific criminal
penalty for port-running, as well as enhancing existing criminal penalties for related activities. 
Such penalties are needed to deter vessels from fleeing Coast Guard, INS and Customs
interdiction efforts and jettisoning contraband and evidence in the process.  Legislation is also



International extradition treaties remain the most effective mechanism to obtain the return of
international fugitives. The Departments of State and Justice, with appropriate inphoof Sm law
enforcement agencies, are involved in an active program to negotiate modern treaties in order to
replace old, outdated instruments and to create new extradition treaties where none existed
previously.

Role of State and Local Officials

Federal authorities are not the only ones who rely on extradition. In recent years, the ease and
speed of modern travel have increased the number of fugitives wanted for serious violent crimes
under state and local law. For example, state and local prosecutors sought assistance f Sm the
Department of Justice in obtaining extradition in more than 140 cases in 1996 alone, including





Most countries that refuse to extradite their nationals have jurisdiction to prosecute them no
matter where the crime occurred. In some cases, the United States has agreed to provide evidence
to the country of nationality so that its authorities canextradite to thpunish its nationals
domestically. However, the United States does so only as a last resort. Experience has taught that
transferring witnessesto thevidence from the United States to another country is time consuming,
expensive, unfair to U.S. victims, o thdoes not necessarily ensure apxtrpriatehpunishment.

Extradition Without a Treaty

The Administration believes that limited expansion of U.S. government authority to extradite
fugitives without a treaty is apxtrpriateho thnecessary. Until recently, U.S. law requiredho 









A. Goal: Counter International Financial Crime

The Strategy seeks to counter criminal exploitation of financial systems and institutions.
Financial crimes pose a national security threat because they threaten the integrity of the
financial system while fueling numerous other types of criminal activity. Financial crimes fall
into two related categories: money laundering and associated offenses that criminals use to
disguise illegally gained proceeds; and counterfeiting, fraud and similar activities, such as
international securities and credit card fraud, that harm individuals as well as financial systems
and institutions.

B.  Objectives

Combat money laundering by denying criminals   access to financial institutions and by



profits of that activity.

Robert E. Rubin
Secretary of the Treasury 

May 19, 1997

Need for a Comprehensive Approach





finances of international criminals in a variety of ways. It will add numerous serious foreign
crimes, including public corruption and fraud against foreign governments, as predicate acts for
money laundering prosecutions. 

It also will allow us to freeze the U.S. assets of criminals arrested abroad and will close
loopholes related to foreign bank secrecy laws that criminals currently use to avoid forfeiture of
ill-gotten gains from criminal enterprises. 

3.  Enhancing Bilateral and Multilateral Cooperation

Bilateral anti-money laundering efforts with foreign governments will receive greater emphasis.
Pursuant to PDD-42, the United States is actively engaged in negotiating with other governments
to eliminate financial safe havens. These cooperative efforts include providing assistance in
drafting money laundering laws and regulations, establishing anti-money laundering institutions,
and providing training in civil and criminal financial crimes enforcement. 

With U.S. encouragement, for instance, Mexico has enacted anti-money laundering regulations
FIU)ursucollectk sirad cyzliminate fininvtioig coopeirimemg reg. FinCEN Stafreeze thFIUutions,
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government of Hong Kong in cooperation with U.S. law enforcement authorities prosecuted and
convicted 39 factories for making false statements to obtain Hong Kong export licenses. The
government of Macau also has assessed penalties on 14 factories that made false claims as to the
origin of their goods in order to obtain textile visas. 

3.  Protecting Intellectual Property Rights 

Aggressive efforts at home and abroad are required to respond to the growing economic threat
from counterfeit and pirated U.S. goods. Such trade endangers public safety and robs American
industry and workers of the benefits of billions of dollars invested in research, innovation and
artistic creation. The Administration, led by the U.S. Trade Representative, uses the World Trade
Organization and U.S. domestic laws to discourage the production and trafficking of such
merchandise. American companies lose over $200 billion a year because of merchandise
counterfeiting. International trafficking of counterfeit goods is also tied to organized crime and to
the financing of terrorist activities. Counterfeiting, and copyright, trademark and patent
infringement distort international trade, destroy markets and cause extensive losses to both
domestic and foreign industries. 

Federal agencies will work together and with their foreign counterparts to halt production at the
source and to prevent what is manufactured from moving to market. Much counterfeit
merchandise is produced overseas and makes its way to the U.S. underground market through
illicit means. Customs utilizes the 22 Mutual Assistance Agreements it has with other nations to
combat the flow of counterfeit merchandise into the United States. Similarly, the FBI and
Department of Justice provide training in intellectual property rights infringement to foreign law
enforcement entities. This training includes specific instruction on enforcement efforts against
copyright violations and trademark infringement.

The CyberSmuggling Center, led by Customs, targets the use of the Internet by criminals to
violate intellectual property rights violations. Officials from the center investigate international
syndicates that are turning out millions of pirated audio and video CDs, to the detriment of the
multibillion dollar U.S. entertainment industry. The center soon will monitor the Internet for
other intellectual property rights violations, particularly those involving computer software.
 
Government agencies will also continue to work closely with the private sector to find
cost-effective solutions and to educate consumers about the threat these counterfeit and pirated
goods pose in order to stop the flow of infringing goods across our borders. 

4.  Countering Industrial Theft and Economic Espionage

One of the most dramatic trends in international crime is the rise of industrial theft and economic
espionage, which consists of stealing trade secrets from the U.S. government and U.S.
businesses. For example, American businesses lose an estimated $18 billion a year to
international thmenrnTD
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The President has recently issued an executive memorandum directing relevant agencies to
undertake various activities to combat trafficking of women and girls. The memorandum directs: 
(1) the President’s Interagency Council on Women to coordinate the U.S. government response
on trafficking in women and girls, in consultation with nongovernmental groups, and to convene
a gathering of government and nongovernmental representatives from source, transit and
destination countries and from international organizations to call attention to the issue and
develop strategies for combating this fundamental human rights violation; (2) the Attorney
General to examine the current treatment of victims of trafficking, including their safety upon
return, their ability to cooperate as witnesses against traffickers, and the possibility of granting
them temporary or permanent legal status, as well as to review existing U.S. criminal laws to
determine if they are adequate to prevent and deter trafficking in women and girls, and make
appropriate recommendations for changes in these laws or for further additional resources to
meet the needs of law enforcement in this area; and (3) the Secretary of State to use the U.S.
diplomatic presence around the world to work with source, transit and destination countries to
develop strategies for protecting and assisting victims of trafficking, to expand and enhance
anti-fraud training, to work jointly with the government of Ukraine to coordinate an
intergovernmental response to combat trafficking in women and girls from that country (for
possible use as a model for other countries), to expand and strengthen assistance to the
international community in developing and enacting legislation to combat trafficking in women
and girls, and to increase public awareness campaigns aimed at warning victims of methods used
by traffickers.

Prevention measures include research, public awareness, overseas deterrence, and law
enforcement and immigration training and technical assistance. Enforcement measures include
enacting and enforcing laws and regulations against trafficking, reviewing existing legislation
and developing new legislation, instituting stronger penalties for trafficking (including financial
asset forfeiture) and training U.S. criminal justice officials. Protection measures consist of
reviewing and fine tuning current visa rules to address better the needs of victim witnesses as
well as offering housing, economic alternatives and legal and medical counseling to victims. The
United States is also working cooperatively with the European Union to conduct information
campaigns to combat trafficking of women in Poland and Ukraine.

Crimes Against Children

One of the most troubling aspects of the increasingly global nature of criminal activity is the







telecommunications systems. These agencies work with local officials to identify critical
infrastructure vulnerabilities and to plan for foreseeable contingencies. Through these programs,
law enforcement will be better positioned to prevent and counteract threats to computers,
information technologies and components of critical national infrastructures.

The Administration will promote strong information sharing among federal, state and local law
enforcement authorities on emerging international crime issues. Local authorities may be first to
receive information on acts of emerging crime, and it is vital that they learn how to recognize
those acts as symptoms of emerging international crime problems.

International Efforts

Under the 1997 U.S. presidency of the G-8, a Subgroup on High Tech Crime was formed and
since then has met regularly. The work of these experts is focused on developing the tools that
law enforcement authorities need to locate and identify computer criminals and to collect
evidence of their crimes so that they may be brought to justice. Countries are also reviewing their
laws to ensure that abuses of telecommunications technologies are adequately penalized.
These efforts culminated in the first ever meeting of justice and interior ministers of the G-8 in
December 1997 which highlighted efforts to promote new international cooperation on high tech
crime. The ministers agreed to a ten-point action plan that included commitments to:

Ensure that a sufficient number of trained and equipped law enforcement personnel are allocated
to the task of fighting high tech crime;

Establish an international network of high tech points of contact available 24 hours a day to
respond to requests for assistance in high tech crime investigations; and 

Develop faster ways to trace attacks through computer networks, so that the source of a hacker
attack can be quickly determined. 

In the Council of Europe, the Committee of Experts on Crime in Cyberspr 1997uropUni allocatedrhrough c-rele allocatch
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prevent and respond to attacks on the nation’s information systems and the critical infrastructures
that rely on them. The NIPC will ensure that information and analysis on this vital topic is shared
by all appropriate decision makers in government and the private sector. 
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through enhanced understanding and implementation of extradition regimes; and providing a
range of specialized courses for middle and senior management law enforcement officials on
how to develop lasting law enforcement institutions. Through these programs, we have trained
thousands of foreign law enforcement officials all over the world.

Federal officials work closely with each other and with their foreign counterparts to ensure that
training and technical assistance programs meet our anti-crime goals, our overall national
interests and foreign policy objectives, and the needs of host governments.  Our programs
emphasize institution building in the host country for the best, long term results, maximizing our
ability to reduce training and technical assistance costs over the long run.  For example, INS
offices overseas continue to provide training and technical assistance relating to anti-smuggling
and fraudulent document detection to host country law enforcement officials worldwide.  To
date, in fiscal year 1998, 2,400 officials have been trained, resulting in 1,597 intercepts of
criminals seeking to enter the United States.  

The Bureau of Alcohol, Tobacco and Firearms (ATF) anticipates that in fiscal year 1998 it will
respond to over 60,000 requests for gun traces from foreign law enforcement agenciates.hlFs of
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Other Regional Training Initiatives. Throughout the Caribbean and Central America, the
Administration is working closely with senior foreign officials to develop regional training and
technical assistance strategies to combat international crime.  Increasing communication among
the varying legal systems in the region, exchanging tactical law enforcement information,
improving detection of false documents and smuggling activities, and increasing the speed and
intensity of mutual legal assistance against criminals are central aspects of this effort.

In West Africa, American law enforcement and foreign policy agencies are working closely to
disrupt and curtail West African criminal operations often involved in narcotics trafficking,
money laundering and business fraud. The range of initiatives includes expanded use of







the case of Russia and Central and Eastern Europe, part of the legacy of communism has resulted
in legal systems inadequate to enforce the rule of law in a free market environment or to serve as
the foundation for democracy. The success of all these states in earning the confidence of their
citizens through effective law enforcement institutions depends greatly on the development of
professional law enforcement officers, prosecutors and judges who understand and operate under
the rule of law.

Programs to Strengthen the Rule of Law. 

The United States has implemented a variety of programs to strengthen, and in many cases to
restructure, basic criminal justice systems abroad. Each of these programs entails fundamental
changes in the ways in which the courts, prosecutors and police work and the ways in which they
relate to one another. 

Latin America. A successful transition to an accusatory system of criminal justice is widely
believed to hold the key to overcoming historic inefficiencies in the administration of justice in
Latin America that have permitted large numbers of crimes to go unpunished. Often overlooked,
but equally important to this rearranging of functions, is the creation of an effective legal defense
system, both public and private. Through the Department of State and AID, the United States has
supported these and other extensive law enforcement and judicial reform efforts, including those
to: (1) promote increased transparency and professionalism within the criminal justice system;



Albania. In Albania, the United States has initiated a program, largely implemented by ICITAP,
to help rebuild an indigenous policing capability that operates within international standards of
democratic policing and human rights.

Romania. Working in conjunction with the UNCICP, the Administration is working with the
government of Romania to design and implement a long term anti-corruption program to build
local institutions and to strengthen Romania’s capacity to fight organized crime. Funded by the
Department of State, the program focuses on assisting the drafting of anti-corruption legislation
by the Romanian parliament, developing and conducting train-the-trainer courses, establishing an
anti-corruption commission, organizing visits by senior foreign law enforcement personnel to



impunity. In response to that international pressure, the Seychelles government did not
implement the laws in question. With the Administration’s support, FATF is also expanding its
initiatives and influence in the Pacific Rim through the Asia-Pacific Group on Money
Laundering of which the United States is a member. The United States is an active participant in
other organizations that address money laundering, including the Egmont Group of financial
intelligence units, CICAD, the Council of Europe, and the Offshore Group of Bank Supervisors.

Need for Common Standards:  Fighting Corruption and Bribery

The United States has had substantial success in developing international standards to counter



Upholding Integrity Among Justice and Security OfficialsIn the post-Cold War era, no problem may be more pressing than upholding the integrity ofjustice and security officials, especially in countries where there have been significant problemswith corruption.  International crime and other problems will likely prove insurmountable ifabetted by corrupt justice and security officials.  Worse, internal corruption may, in time,threaten the very fabric of international stability and peace.  This vulnerability is particularlyevident in certain small countries where narcotics traffickers wield enormous influence over, ifnot virtual control of, resource-constrained governments.The United States will call for an international conference within the next six months to frame



Develop measures of effectiveness to assess progress over time.

C. Programs and Initiatives

1. Enhancing Executive Branch Policy and Operational Mechanisms

National Security Council

The National Security Council (NSC), established by the National Security Act of 1947, is
responsible for coordinating the U.S. response to international crime, in addition to consideration
of all other national security policy issues requiring presidential direction. The National Security
Council consists of the President, Vice President, Secretary of State and Secretary of Defense.
The Director of Central Intelligence and the Chairman of the Joint Chiefs of Staff attend
meetings of the NSC as permanent advisors to the Council. By presidential directive, the





The Administration will strive to enhance the effectiveness of each of these coordination
mechanisms by continuing to review their operations, upgrade their communications links, and
improve interoperability.

We have to . . . understand what American foreign policy is about. It is to protect the security of
[America] and the American people and our way of life. We have to develop a set of partnerships
with countries in order to deal with global threats that we have not seen before. 

Madeleine K. Albright
Secretary of State 

January 7, 1998

2. Mobilizing and Incorporating the Private Sector and Foreign Governments Into U.S.
Efforts 

Working with the Private Sector

Broad-based collaboration between the public and private sectors is vital. Such collaboration not
only harnesses the wealth of experience and expertise that exists outside of government, but irobilizpaSassurethreatsde of goveh gis ns,chaarses ion uitad-ntsmeeprotecneedivened the Amsrienc Into U.Srobilbusiectivproveeat  abouizpaSreducarnesseriskhreatsd the Amsriencgrade busiectiarnm. Albrighd
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trafficking in women and children, (15) decreasing the production and distribution of child
pornography, (16) combating corruption and improving the administration  of  justice  in  foreign 
criminal  justice  systems, and (17) achieving the other goals and objectives of the Strategy. The
system will allow us to maintain and enhance the most effective components of the Strategy,
understand trade-offs that might emerge as the Strategy is implemented, improve any
components of the Strategy which may have proved less effective, and undertake rigorous
cost-benefit analyses to ensure that U.S. government resources are used efficiently and
effectively.

Presidential Decision Directive 42 (PDD-42)









Annex 2. Key Acronyms

ATAAnti-Terrorism Assistance Program (State)

ATFBureau of Alcohol, Tobacco and Firearms (Treasury)



FIU Financial Intelligence Unit

GTO Geographic Targeting Order

ICCA International Crime Control Act of 1998

ICCS International Crime Control Strategy

IEEPA International Emergency Economic Powers Act

ILEA International Law Enforcement Academy

INL Bureau for International Narcotics and Law Enforcement Affairs (State)

INS Immigration and Naturalization Service (Justice)

IIRIRA Illegal Immigration Reform and Immigration Responsibility Act of 1996

INTERPOL International Criminal Police Organization

IRS Internal Revenue Service (Treasury)

ITWG Infotech Training Working Group

MLAT Mutual Legal Assistance Treaty

NDCS National Drug Control Strategy

NICB National Insurance Crime Bureau
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